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TOM TAT

Nghién ctru nay tap trung vao bai toan phat hién va phan loai tan cong mang bang cac k¥
thudt hoc may hién dai, bao gém CNN-LSTM, RNN va LSTM, trén tap dir licu NF-UQ-
NIDS-v2. Hai kich ban duoc trién khai: (1) huan luyén truc tiép trén dir liéu gbc khong xur
ly mat cén bang, va (2) ap dung k¥ thut can bang bang trong s6 16p (class-weight). Két
qua thuc nghiém cho thdy trong kich ban (1), cac mé hinh dat do chinh x4c cao voi cac
16p phd bién nhung gan nhu thét bai trong viéc nhan dién céac 16p hiém. Nguoc lai, ¢ kich
ban (2), phuong phap danh trong sd gitp cai thién kha ning phat hién va phan loai toan
bd 21 16p, dic biét ddi vai cac 16p thicu s6, mic du do chinh xac téng thé ctia mot s6 10p
da s6 bi suy giam. Nhin chung, phuong phéap can bang trong s0 16p da chimg minh dugc
hi¢u qua trong viéc giam thiéu tic dong clia sy mat can bang dwr liéu, mé ra huong nghién
ctru két hop véi cac k¥ thuat nang cao nhu SMOTE bién thé nham ting do chinh xac va
tinh khai quat hoa ctia md hinh trong thyc tién.

Twr khéa: Phat hién xdm nhap mang, May hoc, Hoc sau, CNN-LSTM, RNN, LSTM, Mat
can bang dit liéu, Trong s6 16p, NF-UQ-NIDS-v2, An ninh mang

ABTRACT

This study focuses on the problem of network attack detection and classification using
modern machine learning techniques, including CNN-LSTM, RNN, and LSTM, on the NF-
UQ-NIDS-v2 dataset. Two experimental scenarios were conducted: (1) training directly
on the original imbalanced dataset without any balancing technique, and (2) applying
class-weight to address class imbalance. The experimental results indicate that in scenario
(1), the models achieved high accuracy for majority classes but failed to recognize rare
attack types. In contrast, scenario (2) showed that the class-weight approach significantly
improved the detection and classification of all 21 classes, especially minority classes,
although the accuracy of some majority classes decreased. Overall, the class-weight
technique proved effective in mitigating the impact of data imbalance, suggesting future
directions to integrate advanced methods such as SMOTE variants to further enhance
accuracy and generalization capability in practical deployment.

Keywords: Network Intrusion Detection, Machine Learning, Deep Learning, CNN-LSTM,
RNN, LSTM, Class Imbalance, Class-weight, NF-UQ-NIDS-v2, Cybersecurity
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1. GIOI THIEU

1.1. Gi6i thi¢u bai toan

Trong bdi canh ky nguyén sd hoa,
Internet d3 tré thanh nén tang quan trong
trong moi khia canh cua doi séng, tor ca
nhan, doanh nghiép dén chinh phi. Tuy
nhién, su phat trién nay ciing kéo theo su
gia ting ctia cac mbi de doa an ninh mang,
vGi cac cudc tan cong ngdy cang tinh vi
va phtrc tap. Nhitng sy kién ndi bat nhu
WannaCry (2017), NotPetya (2017), va
SolarWinds (2020) da gay thiét hai hang
ty d6 la, anh huong dén hang triéu ngudi
dung toan cau va dat ra thach thic 16n vé
an ninh mang [1], [2]. Theo b4do cédo mdi
nhét ctia IBM Security, chi phi trung binh
cua mot vu vi pham dir li¢u da tang 1€n 4,88
triéu USD vao nam 2024, v6i du bao tong
thiét hai toan cau do toi pham mang co thé
vuot qua 11 nghin ty USD mdi nim vao
nam 2025 do su gia tang cua cac ky thuat
tan cong sir dung Al

Céc phuong phép bao mat truyén thong
nhu tuong lira hay phin mém diét virus
dan tré nén kém hiéu qua trudc sy thay
d6i nhanh chong ctia k¥ thuat tan cong [3].
Trong khi d6 viéc phat hién sém va ngan
chan sém chinh l1a phuong phap hiéu qua
nhét trong qua trinh bao vé dir lidu trude
cac cudc tin cong mang, ma cac phuong
phap may hoc, dac biét 1a hoc sau, ndi 1én
nhu mot giai phap tiém nang nhd kha ning
tu dong hoc hai tu dir li¢u 16n va phure tap,
tir 46 c6 thé nhanh chong phat hién cac mau
tAn cong ma cac phuong phép cii khong thé
nhan di¢n [4]. Nghién ctu ung dung hoc
sdu vao phat hién tin cong mang khong chi
mang y nghia khoa hoc ma con co6 gia tri
thuc tién cao, gop phan nang cao kha nang
béao vé hé théng mang trudc cac mbi de doa
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hién dai.

Dé tai nghién ctru nay s& tap trung vao
danh gia va so sanh hiéu qua cuia trong bai
toan phan loai tan cong mang da 16p trén
tap dir liéu NF-UQ-NIDS-v2. Hai kich ban
huén luyén dugc thiét ké nham phan tich
tac dong ctia su mat can bang dit liéu: hun
luyén tryc tiép trén dir liéu gc khong ap
dung k¥ thuat can bang va ap dung phuong
phap danh trong sd 16p (class-weight) dé
tang muc do uu tién hoc cho cac 16p thiéu
s6. Thong qua phan tich chi tiét cac chi sb
danh gia va ma tran nham 1an, nghién ctu
nham lam 16 vu diém, han ché cling nhu sy
danh doi giita kha nang nhan dién cac 16p
hiém va do chinh x4c cua cac 16p da sb, tir
d6 dé xuét cac hudng cai tién phi hop cho
cac nghién ctru tiép theo.

1.2. Cac nghién ciru lién quan

May hoc, dic biét 1a hoc sau, da chiing
minh tiém ning to 16n trong viéc phat hién
va phan loai tan cong mang. Cac mo hinh
hoc sau c6 kha nang hoc hoi tr dir liéu
phtic tap va nhan dién cac mau tin cong ma
con nguoi hodc cac hé thong truyén thong
kho phat hién. Liu va cong su (2019) da dé
xuat st dung CNN va RNN dé phan loai tai
trong mang nham phat hién cac cude tan
cong mang trén tap dir licu DARPA1998.
Két qua cho thdy CNN dat d6 chinh xéc
cao nhét trong cac chi s6 danh gia, dac
biét trong viéc nhan dién cac mau tin cong
phtc tap. Nghién ctru ndy nhin manh kha
nang cua CNN trong vi¢c xu ly dir li¢u
khong gian va RNN trong viéc phan tich
dir liéu tuan tu [1]. Hagar va Gawali (2022)
da su dung thuat todn Random Forest dé
chon loc 19 truong dir 1i€u quan trong tur
84 truong trong by dir lieu CSE-CIC-
IDS2018, nham giam kich thudc dit liéu va
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tang hiéu qua huén luyén. Két hop véi cac
mo hinh CNN va LSTM, nghién ctru nay
dat do chinh xé4c cao trong viéc nhan dién
14 loai tin cong mang, v6i thoi gian huin
luyén dugc rit ngin con 7,56 phat nho st
dung Apache Spark [5]. Long va cOng su
(2024) da phat trién mot hé thong IDS dya
trén Transformer cho méi truong ddm may,
dat do chinh xac trén 90% trong viéc phat
hién 7 loai tin céng mang. M6 hinh nay c6
hiéu suét twong duong v6i md hinh CNN-
LSTM, nhung vugt trdi vé kha nang song
song hoa va giam thoi gian huan luyén [6].
Wang va cong su (2023) di dé& xudt mot
phuong phap phat hi¢én xam nhap mang dua
trén hoc sau, két hop CNN va LSTM nham
khai thac dong thoi dic trung khong gian
va dic trung chudi thoi gian cua luu lugng
mang. Bo dir li¢u CSE-CIC-IDS2018, chira
nhiéu loai tin cong mang hién dai, duogc st
dung cho huin luyén va danh gia. Trong
giai doan tién xur 1y, dir liéu dugc lam sach,
chuin héa, ma hoa nhin va thuc hién chon
loc dic trung nham giam nhiéu va cai thién
tdc d6 hudn luyén. M6 hinh CNN dam nhan
vai tro trich xuét dic trung cuc bo tir chudi
dir liéu, sau d6 LSTM tiép nhan va hoc cac
phu thudc theo thdi gian dé phan loai cudi
cung. Thir nghiém cho thidy mé hinh CNN—
LSTM dat do chinh xac 99,4%, F1-score
99,3% va ty 1¢ phat hién tan cong (Recall)
cao hon cac mo hinh dbi chimg nhu CNN
don, LSTM don va mot s phuong phap
hoc may truyén théng. Két qua nay khang
dinh hiéu qua cta kién trac lai CNN—
LSTM trong phat hi¢én va phan loai chinh
xac nhiéu loai tAn cong mang phtc tap [7].
Ashiku va Dagli (2021) da nghién ctru h¢
théng phat hién xam nhdp mang dua trén
hoc sau, so sanh hi¢u nang ctia ba mo hinh:
MLP, CNN va LSTM. B¢ dir liéu CIC-
IDS2017, chtra nhiéu dang tdn cong mang
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da dang, dugc sir dung cho huin luyén va
danh gia. Qua trinh tién xir Iy bao gom lam
sach dit liéu, chuan héa, va ma hoa nhan dé
chuén bi dau vao cho mang no-ron. MLP
dugc dung lam md hinh co s6, CNN dam
nhiém trich xuat dic trung khong gian,
trong khi LSTM khai thac ddc trung phu
thudc theo thoi gian. Két qua thuc nghiém
cho théy CNN dat d6 chinh x4c cao nhét
(~99,6%), vuot troi hon LSTM (~99,2%)
va MLP (~98,7%). Ngoai ra, CNN cling
cho F1-score va Recall cao nhét, chimg to
kha niang can bang tot giita phat hién tan
cong va giam ty 1€ bao dong gid. Nghién
ctru khang dinh tiém ning ctia CNN trong
phat hién xdm nhap mang khi xu 1y dir liu
luu lugng phuc tap va da dang [8].

2. PHUONG PHAP NGHIEN CUU
2.1. M6 hinh dé xuit

Di liéu huan luyén
J csV Lam sach d ligu
> BB >
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Hinh 1. Quy trinh nghién ciu va mé hinh sir dung

Mo hinh téng quat duoc dé xuat trong
nghién ctru, mo ta toan bd quy trinh tur xu
Iy dir liéu dau vao dén huan luyén va danh
gid mo hinh hoc sau trén tap dir li¢u NF-
UQ-NIDS-v2. Quy trinh bat dau tir viéc
doc dir liéu géc ¢ dinh dang CSV, sau do
tién hanh lam sach dir liéu nham loai bé
cac gia tri nhidu, thiéu hodc khong hop
1€. Tiép theo, dir liéu duoc chuin hoa dic
trung dé dam bao sy dong nhat vé thang
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do va cai thién hiéu qua hudn luyén. O giai
doan huén luyén, dir liéu dugc ap dung cac
k¥ thuat can bang dit liéu nhu class_weight
hoic SMOTE nhim giam thiéu anh hudng
clia mat can bang 16p, giap mo hinh cha
trong hon dén cac 16p thiéu sd. Sau do, dir
liéu hudn luyén dugc dua vao cac mo hinh
hoc sau gdm CNN-LSTM, LSTM va RNN
dé tién hanh huan luyén va tdi wu tham s
cudi cung 1a so sanh két qua véi mo hinh

ISSN: 3126-2953
E-ISSN: 3126-3097

khong ap dung cac bién phap can bang dé
tim ra mo hinh t6i wu cho toan bd bai toan.
Khi huan luyén hoan tit, cac mo hinh da
hoc duoc st dung dé du doan va phan loai
trén tap dir liéu kiém thir, v6i cac nhan dau
ra tuong ng v4i cac loai tin cong mang
va luu luong binh thuong (vi du: Benign,
DDoS, DoS, Bot, Analysis, ...).

2.2. Kich ban huén luyén

Bang 1. Cdc kich ban hudn luyén

Kich | Mo hinh si KY¥ thuat batch learning | max
ban dung cin bang size |TUMclasses) e epoch
CNN-LSTM
I |RNN Khong ap dung | 512 | (43,21) | 0,000 | 500
LSTM
CNN-LSTM
2 |RNN class weight 512 (43, 21) 0,0001 500
LSTM

Nghién ctru nay thuc hién 2 kich ban:
Véi kich ban 1 tap dit liéu dau vao s& duoc
giit nguyén khong ap dung bat ky phuong
phap can bang dir liéu nao. Tap dir liéu
trén kich ban 2 sé duoc ap dung phuong
phép can bang danh trong sé 16p (class
weight).

2.3. Mo ta tap dir liéu

NF-UQ-NIDS-v2: Mot b dir liéu toan
dién, hop nhat tit ca cac bo dir liéu: NF-
BoT-IoT-v2, NF-CSE-CIC-IDS2018-v2,
NF-ToN-IoT-v2, = NF-UNSW-NB15-v2.
Tap dir liéu NF-UQ-NIDS-v2 1a mdt bo
dir liéu mé dugc cung cdp trén nén tang
Kaggle, bao gdm phién ban thir hai ctia cac
tap dir liéu Netflow dugc mé rong voi 43

TRUGONG BAI HOC SU PHAM KY THUAT VINH LONG

dac trung NetFlow. Tap dir liéu nay duoc
thiét ké dé hd tro nghién ctru va phat trién
cac hé thong phat hién xam nhdp mang
(Network Intrusion Detection Systems -
NIDS). Véi cdu trac dit liéu phong phu,
NF-UQ-NIDS-v2 cung cap thong tin chi
tiét vé luu lugng mang, bao gém cac dic
trung nhu luu lugng byte, co TCP, va thoi
gian ludng, giup mo phong cac kich ban tin
cong mang thuc té. Bo dir lidu nay la mot
ngudn tai nguyén quan trong dé huan luyén
va danh gia cac mo hinh hoc may, dic biét
trong viéc phan loai cac loai tn cong nhu
DDoS, DoS, va cac mdi de doa hiém gip
khéc, nho vao tinh da dang va quy mo lon
cua no.
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2.4. Tién xur ly

Tap dur ligu s€ duoc doc vao tir dinh
dang CSV, sau do6 s€ dugc lam sach béng
cach loai bo cac mau tin bi 16i hodc khong
c6 gia tri. Hai cot Label va Dataset bi loai
bod con lai 43 cOt thong tin va cdt Attack
chta nhan phan loai, 43 cdt nay duoc
chuyén doi sang kiéu DoubleType, trong
khi cac cot chudi s& dugc méd hoa thanh
s6 bang StringIndexer. Cac dic trung sau
khi dugc ma hoa s& dugc tap hop bing
VectorAssembler va duoc chuan hoa bang
StandardScaler vé cung 1 thang do. Riéng
cOt nhan s& duoc mi hoa thanh cac sb
nguyén tir 0-20. Cudi cung tap dir liéu sau
xtr 1y duoc chia thanh 3 phan: 70% cho tap
huén luyén va tap danh gia va tap kiém tra
modi tap duoc chia 15% dugc luu dudi dang

file .npz nén.
2.4.1. Xir Iy mit cin bang

Tap dir liéu s€ duoc ap dung ky thuat
danh trong s6 16p, trong s6 ciia moi 16p dugc
tinh todn dya trén cong thuc ti 1¢ nghich véi
s6 lwong mau cua 16p dé, sao cho cac 16p it
mau s& c¢6 trong s cao hon. Piéu nay gitip
mo hinh tdng mirc do uu tién trong viéc hoc
cac 16p thiéu s, ddng thoi giam anh huong
ctia cac 16p chiém da sé ma khong can thay
d6i phan phdi di liéu gdc.

Cong thtc tinh trong s6 16p:

N
count *C

W, =

Trong d6: N 1a tong s6 miu trong tap
dir li¢u. counte 1a s6 lugng mau thudc 16p ¢
va ¢ la tong so 16p trong tap dir li€u.

Bang 2. Bang phdn phéi trong sé

Nhin Tén 16p S6 lwong méu Trong sb
0 Benign 25.165.295 0,1438
1 DDoS 21.748.351 0,1664
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Nhin Tén 16p S6 lwong miu Trong s6
2 DoS 17.875.585 0,2024
3 scanning 3.781.419 0,9569
4 Reconnaissance 2.633.778 1,3739
5 XSS 2.455.020 1,4739
6 password 1.153.323 3,1374
7 injection 684.897 5,2832
8 Bot 143.097 25,2869
9 Brute Force 123.982 29,1855
10 Infilteration 116.361 31,097
11 |Exploits 31.551 114,6865
12 |Fuzzers 22.310 162,1907
13 |Backdoor 18.978 190,6668
14 Generic 16.560 218.,5069
15  |mitm 7.723 468,5323
16 ransomware 3.425 1.056.,489
17 | Theft 2431 1.488,472
18  |Analysis 2.299 1.573,934
19 Shellcode 1.427 2.535,722
20  |Worms 164 22.063,87

Trong sb 16p giup cai thién recall va
Fl-score ctia cac 16p hiém, lam ting macro-
average F1 va kha nang bao phu lop. Pay
1a yéu t6 quan trong trong bai toan phat
hién tin cong mang, vi nhiéu loai tAn cong
nguy hiém (nhu Worms, Ransomware) von
¢ tn suét xuét hién thép. Bén canh do,
viéc gan trong sb rat 1on cho cac 16p cuc
hiém c6 thé gay dao dong gradient va lam
suy giam hiéu niang cua cac 16p da s6, ddc
biét 1a 16p benign.

TRUGONG BAI HOC SU PHAM KY THUAT VINH LONG

3. KET QUA NGHIEN CUU
3.1. Kich ban 1

Trong kich ban nay, mo6 hinh duogc
huén luyén truc tiép trén tap dir lidu gbc
ma khong 4p dung bat ky k¥ thuat xu 1y
mit can bang ndo. Cac dic trung duoc
chuén hoa, va nhin dugc ma hoa thanh sb
nguyén, nhung phan phdi 16p giir nguyén

nhu dir liéu gdc.
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3.1.1. M6 hinh CNN-LSTM

Training and Validation Accuracy
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Training and Validation Loss
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Hinh 3. Chi s6 hudn luyén mé hinh CNN-LSTM

Pudng cong do chinh xéc trén tap huin
luyén va tap kiém tra déu rit muot ma va
tang nhanh, sau d6 on dinh & muc cao.
Puong cong do mat mat giam dan va on
dinh & muc thip. Su 6n dinh nay khong phai

1a ddu hiéu ctia mot mo hinh hiéu qua toan
dién, ma l1a do mo hinh dang tap trung vao
viéc hoc cac dic trung cia cac 16p chiém da
s0, gitip n6 giam ham mat mat nhanh chéng
va khong gap phai sy dao dong 16n.

Confusion Matrix (%)

Benign 0.09

DDoS.

0.62

Dos 97.50
scanning
Reconnaissance -
xss

password 83.41
injection 15.08
Bot

Brute Force

Infilteration

True Labels

Exploits - 52.31

Fuzzers -

Backdoor

Generic

mitm - 45.63

ransomware

Theft

Analysis —

Shellcode

0.00  0.00

Worms

0.00

-60

Predicted Labels

Hinh 4. Ma trdn nhdm ldn mé hinh CNN-LSTM

Ma tran nham 14n cho thiy ré su mat
can bang. Cac gié trj trén dudng chéo chinh
cla cac 16p chiém da sé rat cao (benign
98,79%, ddos 98,84%, dos 97,50%...), cho

20

thdy mo hinh phén loai cac 16p nay rat tét.
Nguoc lai, cac hang tuong tng voi cac 16p
cuc ky hiém gan nhu bang 0 (infilteration,
mitm, ransomware, ...), chirng t6 mo hinh

S601
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khong du doan ding cac mau cia chung.
Thay vao d6, cac mau nay thuong bi phan
loai nham thanh cac 16p da sb, dic biét 1a
Benign, DDoS, va scanning, dac biét 16p

Training and Validation Accuracy
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infilteration bi nham 1dn sang 16p benign
t61 97.81%

3.1.2. M6 hinh RNN

Training and Validation Loss

0.35 A .
0.96 Y '.. o Il (i iR i —— Training Loss
0.30 —— Validation Loss |
g 0947 L0251
5 a
3 3 0.20 -
< 0921
—— Training Accuracy 0.15
0.90 4 —— Validation Accuracy 0.10 4 |- 1 A 1
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Epoch Epoch
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Hinh 5. Chi sé hudn luyén mé hinh RNN

Biéu db lich st huan luyén cia RNN
cho théy mot qué trinh hoc tap on dinh.
D¢ chinh xac trén ca tap huén luyén va
tap kiém tra déu ting dan va hoi tu & muc

cao. Tuong tu, d6 mat mat giam dan va on
dinh. Cung véi cac dao dong nhd trong qua
trinh huan luyén cho thdy mé hinh khong
bi overfitting.

Confusion Matrix (%)

Benign

DDos

DoS 0.62 98.17

scanning K] 001 007

Reconnaissance - 49.32

xss

password

injection

Bot

Brute Force

Infilteration 0.00 026

True Labels

Exploits SR 003 108

Fuzzers 8 005 007 ! b K X A . _10
Backdoor -SEK 0.00 003

Generic -SPX 000 114

mitm 52.10

ransomware 042  0.00

Theft 47.52 [lOEE]

Analysis 0.00 081 5.25

]

Worms S 0.00 000 0.00 0.00 . . 0.00 000 000 000 000

ERISEE® 174 000 0.00

Predicted Labels
Hinh 6. Ma trdn nhdam Ian mé hinh RNN

Mé}l sdc duong chéo chiph trén ma B’enign, QDOS, va I?oS. Tuy nhién, mot

tran nham lép cua RNN cho, thay kha"l’ nang sO 16p thiéu so cd s6 lugng mau 16n hon

phan loai tot cac 16p chiém da so nhu nhu Reconnaissance, Infilteration, Theft,
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Analysis, va Shellcode van bi phan loai
sai rat nhiéu, con 16p Worms hau nhu bi
nham 14n hoan toan sang 16p Exploits. Tai
kich ban nay thi mé hinh RNN cho thay su
vuot trdi so v6i cac mo hinh khac vé kha

Training and Validation Accuracy
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nang tong quat hoa phan loai duoc da sd
cac 16p, mac du chua dugc tot & cac 16p
thiéu so (dac biét 1a chua nhan dién duoc
16p Worms).

3.1.3. M6 hinh LSTM

Training and Validation Loss
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Hinh 7. Chi s6 hudn luyén mé hinh LSTM

Biéu do lich sir huan luyén cia LSTM
cho thiy qua trinh hoc tap dién ra 6n dinh
va muot ma. P chinh xéc c6 dao dong nhe
lac ddu sau d6 6n dinh va ting dan déu va
D06 mat mét cling nhu vy 6n dinh va giam
dan vé murc thap. Nhin tong quat c6 vé mo
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DDoS 99.21 056 0.00
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Confusion Matrix (%)

SERZN 61.82 Y 0. 0 0.00 X X 0 _a0

hinh dang dwoc huin luyén tot nhung that
ra voi sy mat can bang nghiém trong cta
tap dir liéu thi day 1a dau hiéu cia viéc mo
hinh dang qué tap trung vao cac 10p da sb
ma bo qua cac 16p thiéu sb.

0.00
0.00

0.00
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Predicted Labels

Hinh 8. Ma trdn nham Idn mé hinh LSTM
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Ma tran nham lan cho thay 5 rang van
dé mét can bang dir liéu. M6 hinh phan loai
cac 16p da sb véi do chinh xac rit cao, thé
hién qua cac gia tri trén duong chéo chinh
cua cac 16p nay. Nguoc lai, cidc mau tir cac
16p thiéu s6 bi phan loai nham sang cac 16p

[92] ™ i —
000 38 § 3838 & &
o 9 c o o o
o o
0,900 ..
CNN- RNN LSTM
LSTM
m train_acc m val_acc

(a) Accuracy
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khéc rat nhiéu. Dic biét, cac miu tir cac 16p
cuc ky hiém nhu Infilteration, ransomware,
Theft, Analysis, Shellcode va Worms gan
nhu hoan toan bi du doan sai, thuong roi
vao 16p Benign hoic cac 16p da sé khac.

3.1.4. Tong quan két qua kich ban 1

o <t © ™
(] [)) o o
0,150 S-S 2=
0,100
|| ]
CNN- LSTM
LSTM
m train_loss m val_loss
(b) Loss

Hinh 9. So sdnh Accuracy va Loss cta cdc mé hinh trong kich ban 1

Bang 3. So sanh hiéu nang cac mo hinh theo Macro metrics trong kich ban 1

M6 hinh Accuracy Pﬁﬁ:&-ﬂ hl/{zz;;)l- Macro-F1 | Weighted-F1
CNN-LSTM 0,94 55,35 49,5 51,02 93,74
RNN 0,96 80,99 68,69 70,09 95,75
LSTM 0,96 76,14 59,8 62,06 95,57

Tat ca cac mo hinh déu cho thdy qua
trinh hudn luyén on dinh trén tap dit liéu
gbc voi do chinh x4c ting va ham mat mat
giam dan. Pang chu ¥ hon 1a sy chénh
léch 16n gitta Macro-F1 va Weighted-F1 &
ca ba mo hinh cho thiy d¢ chinh xac tong
thé cao chu yéu dén tir cac 16p da sd, trong
khi hiéu ning trén cac 16p thiéu sd van
con han ché. Tuy nhién, diéu nay chu yéu
phan anh viéc mo hinh tap trung vao cac
16p da sé va chua xtr Iy hiéu qua cac 16p
thiéu s6. V& hiéu suit téng thé, ba mé hinh
dat két qua tuong ddi twong dong, trong d6
mo hinh RNN thé hién wu thé hon vé kha
ning nhan dién nhiéu 16p dya trén ma tran

nham 1an, du cac 16p thiéu sé van con bi
nham 14n dang ké. Trong khi d6, mé hinh
CNN-LSTM cho thay hiéu ning thip hon
dang ké so v6i hai mé hinh con lai, ddc biét
khi xét theo cac chi sé6 Macro-Precision,
Macro-Recall va Macro-F1, cho thiy mé
hinh nay chua thuc sy phu hop véi kich ban
hién tai. Nhin chung, cadc m6 hinh phan loai
t6t cac dang tan cong phd bién nhung con
han ché ddi véi cac tdn cong hiém do su
mét can bé'mg dit liéu, dat ra nhu cu nghién
ctru cac phuong phap xtr Iy mat can bang
va mo hinh hoc nang cao trong cac nghién
ctru tiép theo.
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3.2. Kich bén 2
3.2.1. M6 hinh CNN-LSTM
Training and Validation Accuracy Training and Validation Loss
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Hinh 10. Chi sé hudn luyén mé hinh CNN-LSTM

Loss

Accuracy

D¢ chinh xéc trén tap huén luyén cua dinh va gﬁn nhu dat trang thai bao hoa sau
mo hinh ting dan theo sd epoch va dat gia khoang 300 epoch. Bén canh do, su tuong
tri cao nhat khoang 0.75-0.80. Trén tap dong gitra cac duong cong huan luyén va
kiém tra, mdc du xuat hién mot s6 dao dong kiém tra cho thdy mé hinh khong gip tinh
16n ¢ giai doan dﬁy, nhung vé tong the, ca  trang overfitting nghiém trong.
hai duong cong déu c6 xu hudng tang 6n

Confusion Matrix (%)

scanning -JREEIINC
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password

injection JFG
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(M@ 054 o000
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Predicted Labels

Hinh 11. Ma tran nham Ian mé hinh CNN-LSTM
Mau sic dam trén duong chéo chinh  phan loai, ddc biét d6i voi cac 16p thiéu sd
cua ma tran nham lan cho thay vi¢c 4p dung  nhu infiltration, MITM, ransomware, theft,
k¥ thudt danh trong so 16p da giup moé hinh  analysis, shellcode va worms. Tuy nhién,
cai thién dang ké kha nang nhan dién va riéng 16p infiltration van dat do chinh xac
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trong di thip. Nguogc lai, cac 16p da s hinh 1a 16p benign giam tir 98,79% xudng
chiu anh hudng boi co ché danh trong so6, con 46,78% so véi kich ban trudce.
dan dén su suy gidm do chinh xac, dién 3.2.2. M6 hinh RNN

Training and Validation Accuracy Training and Validation Loss
g L edbia PO | - —— Training Loss

087 ik Al i e S R A § "] LR A 6 —— Validation Loss
> 0.7 4
g 2 4
g 06 g
£

24
0.5 A —— Training Accuracy
——— Validation Accuracy
0.4 T T T T 0 T T T T
0 100 200 300 400 0 100 200 300 400
Epoch Epoch

(a) Accuracy (b) Loss
Hinh 12. Chisé hudn luyén ctiia mé hinh RNN

Tuong tv nhu m6é hinh CNN-LSTM, overfitting trong qua trinh hoc. Puong cong
mo hinh RNN cho thiy kha nang hoc tét voi ~ d6 mét mat giam manh ban dau va sau d6 6n
d6 chinh xéc trén tap huén luyén va kiémtra dinh & mic 0.6. Mic du co nhitng dinh dot
déu tang dan va 6n dinh & murc cao (khoang bién 16n trén tap kiém tra, nhung su on dinh
0.8). Bén canh @06, sy dao dong va hoi tu tai  va hdi tu cang vé sau cho théy mo hinh dang
cac epoch cubi cho thdy mé hinh khong bi ~ dat dugc két qua kha tét.

Confusion Matrix (%)
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Predicted Labels

Hinh 13. Ma trén nhdm lan cia mé hinh RNN
Két qua cho thay viéc 4p dung trong cua céc 16p thiéu sd, tuy nhién dong thoi
s0 16p giup cai thién dang ké kha nang hoc  lam suy gidm hi€u nang phan loai doi véi
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mot sO 16p da so6. Picu nay cho thay su
danh doi1 gitra kha nang nhan dién 16p thi¢u
sO va do chinh xac cua cac 16p chiém uu

Training and Validation Accuracy
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thé trong tap dir li¢u.
3.2.3. M6 hinh LSTM

Training and Validation Loss
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Hinh 14. Chi sé hudn luyén ciia mé hinh LSTM

Tuong tu nhu hai mé hinh trudc,
LSTM cho thay kha ning hoc tét voi do
chinh xéc trén tap huén luyén va kiém tra
déu ting dan va 6n dinh & muc khoang
0.75. P9 chinh xé4c trén tap kiém tra co
nhitng dao dong ban dau 16n, nhung sau d6
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tap huan luyén. V& do mat mat thi trén tap
kiém tra co nhiéu bién dong 16n & khoang
dau nhung 6n dinh dan vé mirc thap va gan
voi d0 mat mat cua tap huin luyén.
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Hinh 15. Ma trdn nhdm lédn cdia mé hinh LSTM
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Tuong ty nhu 2 m6 hinh trudc trong
kich ban 2 nay, thi trong s6 da gitp cho md
hinh ¢6 thé hoc duge tot cac 16p thiéu sb
mac du do chinh xac chi & muc 70-90%
nhung trong sb ciing anh huong xdu dén
qua trinh hoc cua cac 16p thiéu sé nhu
benign lam giam nhiéu do chinh xac cua
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080 "2 R R 2 o 3B

™~ - o <+~
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= il Il mm
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cac 10p nay. Bén canh do, sy xuét hién
clia cac diém sang nam ngoai dudng chéo
chinh ciing thé hién 1a mé hinh ciing con
nham 13n nhiéu va chua duogc t6i vu can
duoc cai thién thém.

3.2.4. Tong quan két qua kich ban 2

~
0,800 g
0,600 L2
0,400
0,200

CNN-LSTM  RNN LSTM
m train_loss m val_loss
(b) Loss

Hinh 16. So sdnh Accuracy va Loss ctia cdc mé hinh trong kich bdan 2

Bang 4. So sanh hiéu nang cac mé hinh theo Macro metrics trong kich ban 2

M6 hinh Accuracy Pﬁiﬁ:i(:)-n l\l/{:z;;)l- Macro-F1 | Weighted-F1
CNN-LSTM 0,76 44,17 77,34 4591 82,08
RNN 0,808 49,77 84,15 54,01 85,46
LSTM 0,75 40,48 78,21 42,97 80,9

Trong kich ban 2, cac md hinh dugc
huén luyén trén tap dir liéu sau khi ap dung
k¥ thuat ddnh trong s6 16p nham giam thiéu
anh hudng cua sy mat can béng dit lidu. Két
qua huin luyén cho thiy d6 chinh xéc trén
tap hudn luyén va tap kiém tra cua ca ba
mod hinh déu dat murc trung binh (khoang
0,75-0,81) va c6 xu hudng on dinh, thé
hién qua su twong dong giita cac duong
cong Accuracy va Loss trong Hinh 16.
Mic di d6 chinh xac téng thé giam so voi
kich ban 1, sy 6n dinh ctia qua trinh huén
luyén cho thay cac mo hinh khong gap hién
tuong overfitting nghiém trong khi 4p dung
co ché danh trong sd.

Xét theo cac chi s6 danh gia trung
binh macro (Bang 4), viéc ap dung trong
sO 16p gitip cai thién dang ké kha ning
nhan dién céac 16p thiéu sd, thé hién qua gia
tri Macro-Recall cao hon so vdi kich ban
1 & ca ba mo hinh. Trong s6 d6, mé hinh
RNN dat hi¢u nang tdt nhat véi Macro-F1
dat 54,01%, vuot troi so voi CNN-LSTM
(45,91%) va LSTM (42,97%). Tuy nhién,
sy cai thién d6i voi cac 16p thiéu sé di kém
v6i sy suy giam do chinh xic tong thé va
Weighted-F1, phan anh rd sy danh doi giita
kha nang nhan dién 16p hiém va hiéu ning
phan loai cta céc 16p da sd.

Nhin chung, kich ban 2 cho thiy viéc
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ap dung k¥ thuat danh trong sb 16p da gitp
ciac mé hinh hoc dugc nhiéu 16p hon va
giam hién tugng bo sot cac 16p hiém so véi
kich ban 1. Tuy vy, mirc 6 nham 1an gitta
cac 16p van con dang ké, dic biét dbi véi
cac 16p cuc hiém, cho thay can phai tiép tuc
nghién ctru céi thién thong qua cac ky thuat
can bang dir liéu nang cao va cac mo hinh
hoc sau hi¢u qua hon trong céc nghién ctru
tiép theo.

4. KET LUAN

Nghién ciru ndy da tién hanh so sanh
cac k¥ thudt hoc may CNN-LSTM, RNN
va LSTM trong phan loai tin cong mang,
dong thoi ap dung phuong phap danh trong
s6 16p (class-weight) dé xir Iy vin dé mat
can bang dit liéu trén tap NF-UQ-NIDS-v2.
Két qua cho thiy, cac mo hinh huin luyén
trén tap dir liéu gbc bi anh huong dang ké
boi sy mat can bang, din dén kha ning
nhan dién kém d6i v6i cac 16p thiéu sb va
gy khé khan khi trién khai thuc té. Viéc
ap dung k¥ thuat danh trong s6 16p da gop
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phan cai thién kha ning nhan dién va phan
loai cac 16p hiém, gitp cac md hinh hoc
dugc diy du ca 21 16p tin cong trong tap
dir liéu. Pang chu ¥, trong cung diéu kién
ap dung trong s& 16p, md hinh RNN thé
hién hi¢u nang vuot tréi hon so voi cac mo
hinh CNN-LSTM va LSTM, du c4c kién
truc sau dugc phat trién mudn hon.

Tuy vay, phuong phap ndy van con mot
s6 han ché nhu do chinh x4c chua cao, van
ton tai nham 14n gitra cac 16p, va do chinh
x4c ctia mot s6 16p da s6 bi anh huong boi
viéc diéu chinh trong sé. Trong cac nghién
ctru tiép theo, c6 thé mo rong bang cach
két hop phuong phap danh trong s véi cac
k§ thuat can bang dit liéu tién tién hon nhu
SMOTE bién thé (ADASYN, Borderline-
SMOTE), hoac ap dung cac mé hinh hoc
sau hién dai tich hop co ché Attention va
cac mo hinh két hop (ensemble learning),
nham cai thién d6 chinh xac, giam nham
1an va ting kha nang khai quat hoa cia mo
hinh khi trién khai thuc té.
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