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TOM TAT:

Trong bai béo nay, ching toi trinh bay cach tiép can ddi voi viée phat hién tin tirc gia
mao dang van ban bang cach sir dung phuong phap hoc sau két hop véi moé hinh huan
luyén trude danh riéng cho tiéng Viét(PhoBert) dé nhan dang va phat hién tin gia mao.
Cac mod hinh dé xuét ctia chiing t6i dugc huan luyén va danh gia trén bo dir liéu tiéng Viét
[1]. Tir dit liéu dau vao qua cac bude xtr 1y dit liéu dau vao, chiing t6i can nhung tir (word
embedding) dé chuyén doi dit liéu van ban sang mo hinh vector. Sau d6 vector nay s& di
qua m6 hinh bién d6i PhoBert dé c6 dugc cac vector dic trung lam ddu ra. Vector dau ra
nay 1a dau vao clia mot mang truyén thang MLP(Multi-layer Perceptron) dé sir dung cho
qué trinh phan 16p. Ching t61 st dung ham softmax() cho qua trinh phan 16p. Ham nay
tra ra x4c suat trén hai tip nhén fake hodc real. Trong bai bao nay ching t6i sir dung ba
mé hinh khac nhau nhu CNN, LSTM va PhoBert dé thuc hién huan luyén mo hinh trén
cung mot tap dir li€u, sau do6 so sanh két qua dat dugc va do chinh xac cta timg md hinh
dé tir 6 Iya chon mo hinh tot nhat, c6 d6 chinh x4c nhat dé xay dung hé thong phat hién
tin gid mao. Két qua thtr nghiém cho théy mé hinh PhoBert d3 dat duoc két qua vuot troi
v6i 89% do chinh xac phat hién tin gia mao.

Twr khoa: Phat hién tin gia mao, CNN, LSTM, PhoBert, MLP.

ABSTRACT:

In this paper, we present an approach to textual fake information detection using deep
learning method combined with a Vietnamese-specific pre-training model (PhoBert) to
recognize and detect fake information. Our proposed models are tested and evaluated on
Vietnamese dataset [1]. From input data through input data processing steps, we need
to apply word embedding to convert text data into vector model. Then this vector will go
through the PhoBert transform model to get the feature vectors as output. This output
vector is the input of an MLP (Multi-layer Perceptron) feedforward network to be used
for the classification process. The softmax() function for the classification process is used.
This function returns the probability on two sets of fake or real labels. In this paper, three
different models such as CNN, LSTM and PhoBert are used to perform model training on
the same data set, then compare the obtained results and the accuracy of each model to
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then select the best and most accurate model to build a fake information detection system.
The test results show that the PhoBert model has achieved outstanding results with 89%

accuracy in detecting fake information.

Keywords: Fake information detection, CNN, LSTM, PhoBert, MLP.

1. Giéi thiéu

Phat hién tin gid mao c6 vai tro quan
trong trong viéc kiém tra tinh dung dan cta
thong tin cling nhu ngan chan nhitng hau
qua X4u mano gay ra. Trén thé gidi ciing co
nhiéu nghién ctru vé phat hién tin gia ciia
nhiéu nhém tac gia nhu: Ahmed va cong
su [2] da sir dung TF-IDF (Tan s6 tai liéu
nghich ddo thuat ngt) nhu mot phuong phap
ngoai tru tinh nang véi cac md hinh hoc
may khéac nhau. Céc thi nghiém mo rong da
thuc hién véi LR (M6 hinh hoi quy tuyén
tinh) va thu dugc do chinh xac 1a 89,00%.
Ghanem va cong su [3] da 4p dung phuong
phap nhung tir khac nhau, bao gdm céc
tinh ning n-gram dé phat hién 1ap truong
cua cac bai bao gia mao, ho da thu dugc do
chinh xac 1a 48,80%. Ruchansky va cong
su [4] da sir dung md hinh sau dé phan loai
tin gia. Ho d4 str dung mbi quan hé nguoi
duing tin tirc nhu mot yéu té can thiét va dat
duogc do chinh xéc 1a 89,20%. Kaliyar [5]
va cong su da trinh bay mot hé thong st
dung su két hop ciia ba khdi song song cua
Mang than kinh két hop mét 16p (CNN)
cung v6i BERT dé dat duoc do chinh xac 1a
98,90% trén dir li¢u thur nghiém. Hién nay
nhiing cong trinh nghién ctru phat hién tin
gia trén tiéng Viét con rat it. Xuat phat tir
nhu cau cudc séng hang ngay vé tim hiéu
tin tirc, trau doi kién thire va ké thira nhiing
thanh cong cta nhitng cong trinh nghién
clru trong va ngoai nudce, ching t6i dé xuat
mo hinh "xdy dung hé théng phat hién tin
gia mao dang vin ban bang phuong phap
hoc sau” nham gitp cho doc gia phat hién
va ngan chan sy phat tan cua tin gid mao.
Trong bai bao nay, ching t6i su dung md
hinh PhoBert lam b$ ma héa cau, uu diém

13 c6 thé 1dy chinh xéc trinh bay ngit canh
cua mot cau. Cong viée nay trai nguoc voi
cac cong trinh nghién ctru trudc day la chi
xem xét mot chudi van ban theo mot huéng
theo céach (tur trai sang phai hodc tur phai
sang trai dé dao tao truéc). Chung toi sir
dung bd dir liu cia VEND [1] dé hudn
luyén va phat hién tin gid mao. VFND Ila
b0 dir liéu chira 223 ban dir li€u cac bai bao
va tén mién cua cac trang da dang cc bai
bao do6 va dugc gén nhan 0 1a tin that, 1 1a
tin gia vé cac tin tirc that va tin tirc gia bang
ngon ngir tiéng Viét duoc tap hop trong
khoang thoi gian tir 2017 dén nay. Céc tin
tuc dugc dua vao day dugc phan 10a1 tin
that hodc tin gia dua trén mot 50 nguon tin,
tham chiéu chéo dén cac ngudn tin dugc
dan hodc duoc phan loai bai cong dong.
Cac tin tirc st dung trong bo dir li¢u déu
1a tin tic tuong thuat vé mot sy kién. Céc
chu dé ma bo dir liéu tap trung 13: Thé thao,
Vin hoa, Xa hoi, Kinh té, Phap luat. Cac
tin ttc s& duoc kiém tra chéo vé nguodn gdc,
ndi dung, sy kién dé xac dinh that va gia.

2. Co sé' ly thuyét

2.1. Cac dic trung cua tin gia [6]

Tin gia thudng c6 tiéu dé hap dan, thu
hat ngudi doc, viét in hoa kém dau ky tu
mang tinh chat khang dinh, thuong c6 vé
kho xay ra trong thyuc t& nhung duoc viét
duéi dang khang dinh dé thu hut sy cha y
cua nguoi doc. Tin gid thuong khong dugce
chu trong vé cau triic ngit phap, thé thirc vin
ban, dé co 16i chinh ta va ngit phap, khong
thong nhat. Hinh anh sir dung trong bai viét
da phan la anh trén mang hodc dugc chinh
sira cho pht hop vé6i ndi dung ngudn tin.
V& méc thoi gian str dung trong bai viét, tin
gia dugc bién soan va dinh dang mbc thoi
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gian khong tring véi thuc té. Vé cac luan
ctr, luan chimg trong bai viét, thong thuong
cac tin gia dugc tao ra dugc dua trén mat
cau chuyén, tinh tiét co thuc nhung duogc
lam gia ¢ nhimg ndi dung quan trong nhét.

2.2. M6 hinh bién dbi (Transformers)

CAu trtc bién d6i (transformer) [7] dua
trén “su tu chi y” (self attention) dé tinh
toan sy biéu dién cua dir liéu dau vao ma
khong st dung cdu tric mang neural hdi
quy (recurrent neural networks - RNN).
Céu trac bién ddi dya trén bd ma hoa va
giai ma (encoder - decoder) két hop véi co
ché “tw chi y (self attention)”, va cac 16p
mang neural truyén thiang. Co ché “chu y
(attention)” cho phép cdu trac bién dbi tinh
toan su 4nh xa cia mot truy van (query) va
mot tap céc tir khoa - gia tri (key - value)
cho dau ra. Sau d6, dau ra duoc tinh toan
bang cong co trong sd ciia cac gia tri.

2.3. M6 hinh PhoBert

PhoBert [8] 14 mé hinh huin luyén
trude, ddc biét chi huan luyén danh riéng
cho tiéng Viét va dua trén su bién doi
(transformer), cho phép biéu dién ngit canh
cia mot tu béng cach dua trén mbi quan
hé cua tir do véi céac tr xung quanh [19].
Tuong tu nhu Bert [9], PhoBert khac biét
v6i cac md hinh mot chidu (unidirectional)
khi chi hoc cac biéu dién tir trai qua phai
hodc tir phai qua trai. PhoBert dugc su
dung dé huan luyén mo hinh ngdn ngir
mit na (masked language model) bang
cach hoc hai bai toan cung mét luc la bai
toan du doan tir va bai toan du doan cau.
Vi bai toan du doén tir, cac tir trong mot
cau s& duoc che gidu (masked). Qua trinh
huin luyén s€ du doan tur bi che dau bé“mg
cach dua vao céc tr xung quanh. PhoBert
cling co6 hai phién ban la PhoBert base vdi
12 transformers block va PhoBert large
vl 24 transformers block. Trong nghién
clru nay, bai bao thur nghiém véi mo hinh
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PhoBert base. Bai bdo su dung bpe cua
md hinh dé encode mdt tin tic thanh mot
danh sich cac 22 subword. M6 hinh cé
dict chira tir dién san c6 ctiia PhoBert. Bai
béo s& sir dung tir dién nay dé giup anh xa
nguoc tir subword vé id ciia nd trong bd
tir ving duoc cung cp sin. Xdy dung mo
hinh huin luyén PhoBert c6 hai lya chon
1a Fairseq va Transformer. O day bai bao
lga chon thu nghiém véi Transformer [9]
va st dung BertForSequenceClassification
dé dao tao mo hinh.
2.4. Ham softmax()

Ham softmax dung dé tinh toan xéc
suét xay ra cua mdt sy kién. Noi mot cach
khai quat, ham softmax s€ tinh kha nang
xuat hién ctia mot class trong tong s tat ca
cac class co thé xuét hién. Sau do, xac suat
nay sé& duoc sir dung dé xac dinh class muc
tiéu cho céac input. Cu thé, ham softmax
bién vector k chiéu co céc gia tri thuc bat
ky thanh vector k chiéu ¢co gia tri thuc co
téng béng 1. Gia tri nhép co thé duong, am,
bang 0 hodc 16n hon 1, nhung ham softmax
s& luon bién chung thanh mot gia tri ndm
trong khoang (0:1]. Nhu vay, chiing co thé
duoc goi la “xéc suét”. Néu mot trong cac
gia tri nhap rat nho hodc 4m, ham softmax
bién chung thanh 1 xac suat nho. Con néu
mot gid tri nhap 16n thi no6 s€ dugce chuyén
thanh mot xac sudt 16n. Nhung xac sut
lu6én 16n hon 0 va nho hon 1, hoac béng
1. Ham Softmax dugc st dung trong mo
hinh hdi quy logistic phan loai. Trong xay
dung neural network (mang than kinh nhan
tao), ham softmax dugc su dung trong
nhiéu 16p.

2.5. Mo hinh phan 16p

Trong pham vi bai bao, chung to6i chi
dé cap dén mang perceptron da 16p (MLP).
Vé co ban, MLP c¢6 tdi thiéu 3 16p: mot 16p
ngd vao, mot 16p ngd ra va mot hodc nhiéu
16p an. Trong d6, 16p ngd vao tiép nhan
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dir liéu vao mang neuron, 16p an (hidden
layer) dung dé tinh toan cac thong s6 dya
trén dir lidu tir 16p ngd vao va chuyén tiép
két qua dén 16p tiép theo va 16p ngd ra thuc
hién danh gia va dua ra két qua dua trén cac
thuat toan thich hop. Cac mé hinh mang
MLP str dung ngo ra 16p trudce lam ngd vao
16p sau, khong c6 su phan hoi tir 16p ngd ra
vé lai 16p ngd vao duoc goi 1a mang feed-
forward va sy lién két cac neuron giita cac
16p duoc goi l1a fullyconnected hay mang
két ndi hoan toan. Mang fully connected
¢6 uu diém la don gian, dé trién khai tuy
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nhién nhuoc diém 1a sé lugng thong sb
va s6 lugng phép tinh trong mang rit 16n.
Ching t61 st dung ham softmax() cho qua
trinh phan 16p. Ham nay tra ra xac sut trén
hai tap nhan (fake hoac real).

3. Thue nghiém va két qua dat dwoc

3.1. Phuong phap sir dung mang no-ron

Vi phuong phép st dung mang no-
ron nhu: CNN. LSTM, RNN,...thi qua
trinh phan loai dir li¢u dang van ban cling
gdm hai giai doan:

- Giai doan huén luyén:

Dit liéu huan Biéu dién dir Mang no-ron Mo hinh phén
luyén — liéu prm— loai
Hinh 3.1: Mé hinh giai doan hudn luyén s&t dung mang no-ron
- Giai doan phan 16p:
Tin tic Biéu .({1611 dir ' ?u dunAg mo Nhan' i:ho dir
lidu hinh phan loai liéu

Hinh 3.2: Mé hinh giai doan phén I6p sit dung mang no-ron

3.2. M6 hinh

Chung t61 gidi thi€u moé hinh phat
hi¢n tin gia mao dua trén PhoBert &
Hinh 3.3. Sau khi thuc hién cac budc xur
ly dir liéu dau vao, ching toi can nhung
tr (word embedding) dé chuyén doi dir
liéu vdn ban sang mo hinh vector. Cac

Duajuasy

vector nay s& duoc bién ddi bang PhoB-
ert dé c6 dugc mot vector dau ra. Vector
ndy sé 1a dau vao cua mot mang truyén
thiang (feed-forward network). Mang nay
s& cho ra mot vector cudi ciing cho phan
16p. Két qua & bod phan 16p cho biét tin
tirc d6 la fake hoac real

Hinh 3.3. Mé hinh phén loai tin tic sir dung PhoBert

3.3. Huén luyén

Chung t61 st dung mo hinh PhoBert,
CNN, LSTM cho qua trinh huén luyén. Sau
khi hudn luyén s& so sanh d6 chinh xéac cua
ba md hinh dé tir d6 dua ra nhan xét mo
hinh t6t nhat. Qua trinh huin luyén trong
50 lan lap.

3.4. Dir liéu va ciu hinh thye nghiém

3.4.1. Dir li¢u

- Xay dung du li€u: Viéc thuc hién
xay dung kho dir liéu bai bao da thuc
hién theo tung giai doan trong mo6 hinh
dudi day:
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Trang bao, tin tic,
facebook, ..

| Thu thap dit liéu

—_— Xu ly dir liéu

_‘ Kho dir liéu

Hinh 3.4: Mé hinh xdy dung kho dir liéu

- Tién xur 1y dir liéu dau vao: La budc
rit quan trong va can lam. Viéc xur ly dit
liéu ddu vao 1a qué trinh chuan hoa dir
liéu va loai bo cac thanh phan khong co
y nghia cho viéc phan loai tin tirc dang
van ban. Tién xu 1y dit liéu tiéng Viét cho
bai todn phan loai tin tic dang van ban
gdm cac budc sau: Xoéa HTML code (néu
¢6), chuin hoa bang ma Unicode (dua vé
Unicode t& hop dung sacln), thuc hién tach
tlr tiéng Viét (¢ day tac gia su dung thu
vién tach tir pyvi), chuyén ddi chir hoa
thanh chir thuong, xda céc ky tu dic biét:
“r o« Mot diém dic biét trong
van ban tiéng Viét do 12 mot tir co thé
dugc két hop boi nhiéu tiéng khac nhau,
vi du nhu: stt_dung, bat dau, ... khic véi
tiéng Anh va mot sé ngdn ngit khac, cac tir
dugc phan cach nhau bang khoang tring:
use some examples, 1 love you... Vi vay
chung toi can tach tir dé c6 thé dam bao y
nghia cua tur dugc toan ven.

3.4.2 Ciu hinh thwe nghi¢m

Chung t61 st dung phuong phap k-fold
cross- validation, tirc 1a bd dir liéu s€ duogc
chia thanh k phan bang nhau, sau d6 mo
hinh s€ duoc lan Iuot huén luyén trén k-1
phan va kiém tra trén phan con lai. Qua
trinh 13p lai & 1an. Két qua cudi cing cua
mo hinh 13 trung binh cong diém ROUGE
trén toan bd cac phan.

Hé thong dugc cai dat bang ngdn ngir
Python va chay trén cung mot mdi trudng
Google Colab mién phi, cAu hinh RAM
12.5 GB va dung GPU. Thu vién hd trg
huan luyén mo hinh mang 1a tensorflow
addons-0.16.1

92

3.4.3. D¢ do chinh xac

- Pé danh gia két qua cta viéc xac dinh
thyc thé va thudc tinh ta danh gia thong
qua dd chinh xac (precision), d6 bao phu
(recall) va F1.Dé so sanh gia tri giita cac
mo hinh, bai bao ding cac chi sb danh gia
nhu sau:

True Positive (TP): dy doan cac mau tin
tuc gid thuc sy dugc chu thich 1a tin tirc gia;

True Negative (TN): du doan cac mau
tin tirc thuc sy duoc chu thich la tin tic
thuce su;

False Negative (FN): du doan cic mau
tin tirc thyuc sy dugc cha thich 1a tin gia

False Positive (FP): du doan cac mau
tin tic gia thuc sy dugc chu thich Ia tin
tirc that

Precision
. |TP|
Precision = ———
|TP| + |FP|
Accuracy
|TP| + |TN|
Accuracy =

|TP| + |TN| + |FP| + |FN|

3.4.4. Két qud thuc nghi¢gm

Chung t6i so sanh két qua mo hinh dé
Xuat v6i cac md hinh khéc trén cling mot
b6 dit liéu. Cac md hinh gom:

- M6 hinh CNN(convolutional neural
networks): Cac vin ban dau vao s& duoc
tach tir thong qua thu vién pyvi va duoc
lam sach, tach bo stopword, x6a bo cac ky
tu dic biét, ddu cau. Tiép theo chiing t6i
s& chuyén vin ban sang khong gian vector.
Mai tir s& dua vé dang vector chi bao gom
mot s& 1 va cac thanh phan con lai bang 0.
Khi str dung m6 hinh CNN trong xtr Iy ngon
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ngtr ty nhién (NLP), ching t6i sir dung bd
16¢ 6 gia tri chiéu rong bang véi chiéu rong
ma tran diu vao, sau khi ¢6 dau vao cia mod
hinh la mot ma tran duoc chuyén doi tur sb
lugng dac trung sau khi dugc trich chon.
Trai qua cac phép tich chap, ddu ra cia mo
hinh 12 két qua du doan tin that hay tin gia
(real hoac fake).

30

0 25

20

1s

1 3z 10
0 1

Predicted label

Tue label

i

Hinh 3.5: D6 chinh xdc phédn I6p cia mé hinh CNN
qua cdc lan Iép (Epochs)

- M6 hinh LSTM (long-term
dependencies): Ciing tuong ty nhu md
hinh CNN. Sau khi xir 1y, chuin hoa di
liéu dau vao, chung toi tién hanh Word
Embedding dé dua cac tir trong cdu vé
dang vector dé mo hinh toan c6 thé hiéu
duoc va c6 kha nang miéu ta duogc mdi
lién hé, su twong dong vé mit ngir nghia.
Cu thé 1a tir dang text, cac tir s& duogc
chuyén vé dang vector dic trung dé dua
vao mo hinh LSTM. Khi mot tin tire duoc
dua vao, trudc ti€n nd s€ dugc nhung
theo sd chi s6 tuong Gng cua nd trong
tir dién. Sau d6, dua trén tir dién va két
qua Word2vector thu dugc embedding
toan bd cau dudi dang ma tran. Trong
md hinh nay max_seq len 1a d¢ dai cua
ciu, tat ca cac cdu trong tap huin luyén
déu dugc cit hodc ndi dé co cung do dai
max_seq_len.
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Hinh 3.6: D6 chinh xdc phédn I6p ciia mé hinh LSTM
qua cdc lan Idp (Epochs)

- M6 hinh PhoBert: Sau khi thuc hién
cac bude xur 1y dir lidu dau vao, chung t6i
can nhung tir (word embedding) dé chuyén
ddi dir liéu van ban sang mé hinh vector.
Sau d6 vector ndy s& di qua mé hinh bién
ddi PhoBert dé c6 duoc cac vector dic
trung 1am dau ra. Vector dau ra nay la
dau vao ciia mot mang truyén thang MLP
(Multi-layer Perceptron) dé st dung cho
qué trinh phan 16p. Chung t61 st dung ham
softmax() cho qua trinh phan 16p. Ham nay
tra ra xac suat trén hai tap nhan fake hoac
real. Cu thé s& bao gdm cac budc nhu sau:
Xitr 1y dir liéu dau vao va nhung tir (word
embedding) dé chuyén d6i dir liéu vin ban
sang moO hinh vector. Phan doan van ban
trudc khi dua vao mo hinh PhoBert (do
PhoBert yéu cau). Mi hoa dit liéu bang bo
ma hoa ctia PhoBert. Chil y rang khi ma
hoa ta s€ thém hai token dac biét 1a [CLS]
va [SEP] vao dau va cudi cau. Pua ban tin
da dugc ma hoa vao mo hinh kém theo chu
¥ mask. Lay dit liéu dau ra va lay vecto dau
ra dau tién (chinh 1a & vi tri token dac biét
[CLS]) lam dic trung cho cau dé dao tao
hodc dé nhan dang. Pua vector dac trung
thu dugc tr bude trén vao mo hinh phan
16p MLP va sir dung ham softmax() dé tra
ra két qua du doan cho qua trinh phan 16p
la fake hoac real.
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3

8

Predicted lakel

Hinh 3.7: Dé chinh xdc phén 16p ciia mé hinh PhoBert két hop mang MLP qua cdc ldn Idp (Epochs)

Bing 1: So sdnh két qud phén loai nhi phin (binary) ciia ba mé hinh
(Chit ddm thé hién mé hinh tot nhat, chit nghiéng thé hién mé hinh tét thir hai.)

M hinh PRECISION(%) RECALL(%) F1(%)
Tin that | Tin gia Tin that | Tin gia | Tin that | Tin gia
CNN 0.76 0.82 0.91 0.66 0.83 0.75
LSTM 0.79 0.73 0.77 0.76 0.78 0.75
PhoBert + MLP 0.94 0.84 0.86 0.93 0.90 0.89

Tir bang két qua nhan thiy véi do do
F1 thi mé hinh PhoBert cho két qua t6t
nhit 90% v&i tin that va 89% véi tin gia.
Két qua tir Bang 1 cho thdy mé hinh cia
chung t6i cho két qua kha quan hon hai
mo hinh con lai. Trén mo hinh PhoBert dat
do chinh xéac 94% voi tin that va 84% voi
tin gid. D9 chinh xac cua tin that cao hon
18% khi so sanh v&i mo hinh CNN va cao
hon 15% dbi v&i md hinh LSTM, twong tu
do chinh xac cua tin gia cao hon 2% khi
so sanh voi m6 hinh CNN va 9% khi so
sanh véi mo hinh LSTM. Diéu nay 1a do
mo hinh tan dung strc manh cua PhoBert,
duoc huin luyén trén bo dir liéu rat 1on.
Qua trinh huan luyén cho phép biéu dién
yéu té ngit canh cua tir trong cau. Didu nay
cho phép mé hinh chung t6i c6 thé du doan
dang nhitng cau quan trong.

4. Két luan

Trong bai bao nay, dé c6 cai nhin tong
quan va danh gia chuong trinh. Chung t61
da st dung ba mo6 hinh 1a CNN, LSTM
va PhoBert dé huan luyén mo hinh trén
cung mot tap dir liéu tiéng Viét. Su dung
mé hinh PhoBert dé tan dung khia canh
nglt canh cua cac tu do PhoBert dugc
huén luyén trén mot tap dir liéu 16n danh
riéng cho tiéng Viét. Bang cach st dung
PhoBert, md hinh c6 thé biéu dién t5t mdi
quan h¢ cua cac tur trong mdt cau, tur do
ning cao chét luong qua trinh hoc cac
mau tiém an trong dir liu. Qua do, giup
cai tién qué trinh phan 16p. Két qua thuc
nghiém st dung ba mo hinh trén cung mot
bo dir lidu tiéng Viét cho thdy mo hinh
PhoBert cho két qua kha quan so véi hai
mod hinh con lai.

TAP CHi KHOA HOC | %%
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